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1
INFORMATION PROCESSING SYSTEM,
EQUIPMENT UNIT, AND INFORMATION
PROCESSING METHOD

TECHNICAL FIELD

The present invention relates to information processing
systems, equipment units, and information processing meth-
ods.

BACKGROUND ART

Equipment units installed in offices that include image
forming apparatuses, etc., include a large number of units
shared by multiple users. In such equipment units, if a screen
including individual information for each user (below called
“individual information™) is displayed according to a user
login, the number of operational steps needed until a process
on the individual information of the user is caused to be
executed is reduced.

When the individual information is stored in a storage
apparatus such as a cloud storage that is connected to an
equipment unit via a network, the operability of the equip-
ment unit is greatly influenced by the responsiveness of net-
work communications. For example, display time of the
screen may be prolonged, possibly giving stress to the user

DISCLOSURE OF THE INVENTION

According to an embodiment of the present invention is
provided an information processing system including at least
one computer that is connected to an equipment unit via a
network, comprising: a reception unit which receives data via
the network; a data storage unit which stores the data; a first
transmission unit which transmits, to the equipment unit, the
data in response to a request for obtaining the data stored in
the data storage unit from some equipment unit; a history
information storage unit which stores history information on
transmission of the data by the first transmission unit and on
reception of the data by the reception unit; a projection unit
which projects a first equipment unit which transmits the
obtaining request on first data in response to the reception of
the first data by the reception unit; and a second transmission
unit which transmits information on the first data to the first
equipment unit.

BRIEF DESCRIPTION OF THE DRAWINGS

Other objects, features, and advantages of the present
invention will become more apparent from the following
detailed descriptions when read in conjunction with the
accompanying drawings, in which:

FIG. 1is a diagram showing an exemplary configuration of
an information processing system in an embodiment of the
present invention;

FIG. 2 is a diagram illustrating an exemplary hardware
configuration of a service provisioning apparatus according
to the embodiment of the present invention;

FIG. 3 is a diagram illustrating an exemplary hardware
configuration of an image forming apparatus according to the
embodiment of the present invention;

FIG. 4 is a diagram for explaining an overview of a basic
processing procedure of a cloud pull print;

FIG. 5 is a diagram for explaining an overview of a pro-
jection process;
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FIG. 6 is a diagram illustrating a period of performing the
projection process according to the embodiment of the
present invention;

FIG. 7 is a diagram illustrating an exemplary functional
configuration of the service provisioning apparatus according
to the embodiment of the present invention;

FIG. 8 is a diagram illustrating relationships among the
respective information sets which are managed in the service
provisioning apparatus according to the embodiment of the
present invention;

FIG. 9 is a diagram illustrating an exemplary functional
configuration of an image forming apparatus according to the
embodiment of the present invention;

FIG. 10 is a diagram for explaining an example of the basic
processing procedure of the cloud pull print;

FIG. 11 is a diagram illustrating an exemplary configura-
tion of a user information storage unit;

FIG. 12 is a diagram illustrating an exemplary configura-
tion of an address book storage unit;

FIG. 13 is a diagram illustrating an exemplary configura-
tion of a document information storage unit;

FIG. 14 is a diagram illustrating an exemplary configura-
tion of a bookmark storage unit;

FIG. 15 is a diagram illustrating an exemplary configura-
tion of an application information storage unit;

FIG. 16 is a diagram illustrating exemplary displaying of a
document list screen;

FIG. 17 is a diagram for explaining one example of a
processing procedure of a projection process that is executed
in response to uploading of a document;

FIG. 18 is a diagram illustrating an exemplary configura-
tion of a historical information storage unit;

FIG. 19 is a diagram illustrating an exemplary configura-
tion of an equipment information storage unit;

FIG. 20 is a diagram illustrating exemplary extraction of
delivery information on a document from historical informa-
tion;

FIG. 21 is a diagram for explaining a candidate delivery
destination of a document according to the present embodi-
ment;

FIG. 22 is a diagram illustrating an example of a classifi-
cation of distribution information according to a certain user;

FIG. 23 is a diagram illustrating an exemplary configura-
tion of a distribution classification table;

FIG. 24 is a diagram illustrating an estimated example of a
current location of the respective users;

FIG. 25 is a diagram illustrating results of calculating ratios
of equipment units used for output by the respective users;

FIG. 26 is a diagram illustrating an exemplary configura-
tion of a script template storage unit;

FIG. 27 is a diagram for explaining one example of a
processing procedure executed in response to returning from
a state of saving energy of the image forming apparatus; and

FIG. 28 is a diagram illustrating exemplary displaying of a
portal screen.

BEST MODE FOR CARRYING OUT THE
INVENTION

Below, an embodiment of the present invention is
explained based on the drawings.

FIG. 1 shows an image forming apparatus 10, a projector
30, a mobile terminal 40, a PC 50, etc., as one example of
various equipment units. The image forming apparatus 10
includes a scanner, a printer, a multifunctional peripheral, etc.
The projector 30 is an apparatus which projects an image of a
document, etc. The mobile terminal 40 is a smartphone, a
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tablet terminal, etc. These various equipment units function
as data input sources or data output destinations for a service
provided by the service provision apparatus 20. One example
of'data input includes data uploading to the service provision-
ing apparatus 20. One example of data output includes print-
ing, displaying, etc., of data uploaded to the service provi-
sioning apparatus 20. The equipment unit not shown may be
used as the data input source or the data output destination for
the service provisioning apparatus 20.

The various equipment units shown in FIG. 1 are to be
equipment units installed in a certain company which has a
user agreement for the service provided by the service provi-
sioning apparatus 20. For example, the image forming appa-
ratus 10 and the projector 30 are equipment units which are
installed in the company and shared by multiple employees.
The mobile terminal 40 and the PC 50 are equipment units
used by each individual.

FIG. 2 is a diagram showing an exemplary hardware con-
figuration of the service provision apparatus according to the
embodiment of the present invention. The service provision-
ing apparatus 20 in FIG. 2 includes a drive apparatus 200, an
auxiliary storage apparatus 202, a memory apparatus 203, a
CPU 204, and an interface apparatus 205, each of which are
connected with one another by a bus B.

Programs for implementing the process in the service pro-
visioning apparatus 20 are provided by the recording medium
201 such as a CD-ROM, etc. When the recording medium 201
which has stored thereon the programs are set in the drive
apparatus 200, the programs are installed into the auxiliary
storage apparatus 202 via the drive apparatus 200 from the
recording medium 201. The installation of the programs,
which does not have to be necessarily performed by the
recording medium 201, may be downloaded from a different
computer via the network. The auxiliary storage unit 202
stores thereon the installed program as well as necessary files,
data, etc.

If there is an instruction for launching the programs, the
memory apparatus 203 reads the programs from the auxiliary
storage apparatus 202 to store therein the read results. The
CPU 204 executes functions related to the service provision-
ing apparatus 20 in accordance with the programs stored in
the memory apparatus 203. The interface apparatus 205 is
used as an interface for connecting to the network.

The service provisioning apparatus 20 may be configured
with multiple computers which include hardware units as
shown in FIG. 2. In other words, the below-described pro-
cesses executed by the service provisioning apparatus 20 may
be executed in a manner such that they are distributed among
the multiple computers.

FIG. 3 is a diagram showing an exemplary hardware con-
figuration of an image forming apparatus according to the
embodiment of the present invention. In FIG. 3, the image
forming apparatus 10 includes hardware units such as a con-
troller 11, a scanner 12, a printer 13, a modem 14, an opera-
tion panel 15, a network interface 16, an SD card slot 17, an
smartcard reader 18, etc.

The controller 11 includes a CPU 111, aRAM 112, aROM
113, an HDD 114, an NVRAM 115, etc. In the ROM 113 are
stored various programs and data, etc., used by the programs.
The RAM 112 is used as a storage area for loading the pro-
grams, a work area for the loaded programs, etc. The CPU 111
processes the programs loaded into the RAM 112 to realize
various functions. In the HDD 114 are stored programs and
various data, etc., used by the programs. In the NVRAM 115
are stored various setting information sets, etc.

The scanner 12 is a hardware unit (an image reading unit)
for reading image data from a manuscript. The printer 13 is a
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hardware unit (a printing unit) for printing print data onto a
printing sheet. The modem 14, which is a hardware unit for
connecting to telephone lines, is used to execute transmission
and reception of image data via facsimile communications.
The operation panel 15 is a hardware unit which includes an
input unit such as a button, etc., that is for accepting an input
from a user; a display unit such as a liquid crystal panel, etc.
The network interface 16 may be a hardware unit for connect-
ing to the network (regardless of wired or wireless), such as
the LAN, etc. The SD card slot 17 is used for reading pro-
grams stored in an SD card 80. In other words, in the image
forming apparatus 10, not only the programs stored in the
ROM 113, but also the programs stored in the SD card 80 may
be loaded and executed. The SD card 80 may be replaced by
a different recording medium (a CD-ROM, a USB (Universal
Serial Bus) memory, etc., for example). In other words, the
type of the recording medium that corresponds to the posi-
tioning of the SD card 80 is not limited to a predetermined
one. In this case, the SD card slot 17 may be replaced by a
hardware unit in accordance with the type of the recording
medium. The IC card reader 18 reads a card ID from a smart
card distributed for each user. The card ID is identification
information for each card. According to the present embodi-
ment, the card ID is used as identifying information for the
user.

According to the present embodiment, a service called “a
cloud pull print” is described as one example of a service
provided by the service provision apparatus 20. A name of
“the cloud pull print” is for the sake of convenience and is not
intended to limit the content of services.

FIG. 4 is a diagram for explaining an overview of a basic
processing procedure of the cloud pull print. In the following
explanation, “a document” is an abstract concept for the exist-
ence of an electronic document, image, etc.

For example, a user logs into the service provision appa-
ratus 20 from the PC 50 and uploads a file (below-called “a
data file””) which contains actual data for a document saved in
the PC 50 to the service provisioning apparatus 20 (S1). Then,
the user moves to the image forming apparatus 10 (S2), and
logs into the image forming apparatus 10 (S3). When use of a
cloud pull print service is instructed by the user after the log
in, or in response to the log in, the image forming apparatus 10
obtains (downloads) a list of documents uploaded to the ser-
vice provisioning apparatus 20 and causes the list to be dis-
played on the operation panel. When the document to be
printed from the list is selected by the user, the image forming
apparatus 10 obtains (downloads) a data file for the document
from the service provisioning apparatus 20 (S5) and prints the
obtained data file (S6).

The cloud pull print as described above makes it possible,
for example, to cause a document saved in an own PC 50, a
mobile terminal 40, etc., to be printed by a user without going
through an in-house LAN in a company to which the user
belongs. For example, the user may upload, at home, on the
road, etc., a document to be printed.

A user which uploads the document and a user which
causes the documents to be printed by the image forming
apparatus 10 do not have to be the same person. For example,
if auser B has a privilege to access the document uploaded by
the user A, the user B may instruct the printing. When the
document is uploaded, the image forming apparatus 10 of an
output destination (a printing destination) is not specified.

In the cloud pull print, the download of the list of the
documents or the time required to download the data files of
the document may be greatly affected by the responsiveness
of network communications between the service provision-
ing apparatus 20 and the image forming apparatus 10. For
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example, when the responsiveness of the network communi-
cations is poor, the time up to printing of the document or the
time up to displaying of the document list from when the
instruction by the user is input could exceed a range allowed
by the user. The range allowed by the user is a time required
such that the user does not feel any stress. For example, in the
initial screen displayed first after the log in, when the docu-
ment list is displayed, the time required for the login, or the
time until the image forming apparatus 10 becomes opera-
tional may be felt to be very long for the user.

Thus, according to the present embodiment, the projection
process is executed for downloading (obtaining) a data file of
a document or a document list to an equipment unit. The
projection process means that individual information for each
user on the function is downloaded to the equipment unit
before starting use of the function (application) of the equip-
ment by the user of the equipment unit which is shared by
multiple users. Below, information to be downloaded to the
equipment unit in the projection process is called “projection
information”.

FIG. 5 is a diagram for explaining an overview of the
projection process. In FIG. 5, before the time (S12) that the
user starts using an application of the image forming appara-
tus 10, projection information on the user on the application is
downloaded (obtained) by the image forming apparatus 10
(S1) and stored in the projection information storage unit 131
(S11). When use of the application is started by the user, the
application first attempts to obtain, from the projection infor-
mation storage unit 131, projection information on the user
(S13). If it succeeds in obtaining the projection information
from the projection information storage unit 131, the appli-
cation uses the projection information to provide services to
the user.

On the other hand, if it fails in obtaining the projection
information from the projection information storage unit 131,
the application downloads the projection information of the
user from the service provisioning apparatus 20 (S14).

In other words, for “the projection”, downloading is per-
formed for information of some of the users for some equip-
ment units before which equipment unitis to be used s finally
determined. In this sense, the projection process according to
the present embodiment is also said to be speculative. Thus,
the projection process may also fail. In order to increase the
probability of success of the projection process, based on use
condition (use history) of the equipment unit by the respective
users in the past, the service provisioning apparatus 20
projects or estimates the user and the image forming appara-
tus 10 to which the projection information is to be down-
loaded. Thus, the projection process makes it possible to
improve the operability on the individual information of the
respective users while suppressing an amount of increase of
network load or consumption of storage capacity of the image
forming apparatus 10 relative to when information on all
image forming apparatuses 10 and all users is downloaded in
advance on a fixed basis.

FIG. 6 is a diagram illustrating a period of performing the
projection process according to the embodiment of the
present invention. As illustrated in FIG. 6, for the projection
information on the user A of a certain application, the projec-
tion process on the certain image forming apparatus 10 is
performed during a period A in which the user A is logged out
from the image forming apparatus 1; and a period B which is
from when the smart card of the user A is held over the image
forming apparatus to when the application is selected to be
used. The smart card is used for logging into the image form-
ing apparatus 10 instead of inputting the user name and the
password. The image forming apparatus 10, when the smart
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card is held thereover, returns from the energy saving state,
and executes an authentication process based on the smart
card. The period required for these processes is the period B.
In other words, the period B is from when the smart card is
held thereover to when the use of the image forming appara-
tus 10 becomes possible. While the smart card is used for
authenticating the user according to the present embodiment,
authentication of the user may be performed based on other
information such as a user name, a password, etc.

In the application execution period in the application in
FIG. 6, execution of the projection process on the user other
than the user A may be allowed or prohibited. Moreover, the
projection process may be executed in only one period of the
period A and the period B.

According to the present embodiment, a document list
which is downloaded to the image forming apparatus 10 in the
cloud pull print is one example of projection information for
each user. Moreover, an application on the image forming
apparatus 10 side that is for implementing the cloud pull print
is implemented in a Web application, for example. Here, the
Web application is an application which is downloaded from
a Web site and executed on a Web browser and implemented
using HTML (HyperText Markup Language), CSS (Cascad-
ing Style Sheets), script, etc., for example. The script is a Java
(registered trademark) script, for example.

In order to implement the cloud pull print and the projec-
tion process, etc., described in the above, the service provi-
sioning apparatus 20 and the image forming apparatus 10
include the functional configurations below.

FIG. 7 is a diagram illustrating an exemplary functional
configuration of the service provisioning apparatus 20
according to the embodiment of the present invention. In FIG.
7,the service provisioning apparatus 20 includes a Web appli-
cation management unit 211, an authentication processing
unit 212, a document reception unit 213, a document list
transmission unit 214, a document checking unit 215, a data
file transmission unit 216, a document deletion unit 217, an
application information management unit 218, a historical
writing unit 219, a document operation analysis unit 220, a
projection unit 221, a script generation unit 222, a script
transmission unit 223, etc. These respective units are imple-
mented by a process which one or more programs installed in
the service provisioning apparatus 20 cause the CPU 204 of
the service provisioning apparatus 20 to execute. The service
provisioning apparatus 20 also uses a user information stor-
age unit 231, an equipment information storage unit 232, an
application information storage unit 233, an address book
storage unit 234, a document information storage unit 235, a
bookmark storage unit 236, a script template storage unit 237,
a historical information storage unit 238, etc. These respec-
tive storage units can be implemented using a storage appa-
ratus, etc., connected via a network to the service provision-
ing apparatus 20, or the auxiliary storage apparatus 202.

The Web application management unit 211 transmits a
Web application to the image forming apparatus 10 in
response to a request from an equipment unit. The authenti-
cation processing unit 212 executes an authentication process
on a user of the equipment unit. The document reception unit
213 receives a document uploaded via the network and stores
the document in the document information storage unit 235.
In response to the request from the equipment unit, the docu-
ment list transmission unit 214 transmits, to the equipment
unit, a list (below-called “document list”) of the document
information stored in the document information storage unit
235. The document list does not include therein data files of
the respective documents. In response to the request from the
equipment unit, the document checking unit 215 checks the
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presence/absence of a specific document. In response to the
request from the equipment unit for obtaining the document,
a data file related to the document is transmitted (returned) to
the equipment unit. In accordance with a request for deleting
a document from the equipment unit, the document deletion
unit 217 deletes the document. The application information
management unit 218 executes retrieval, etc., of information
(below “application information™) stored in the application
information storage unit 233. The historical writing unit 219
writes (records), into the historical information storage unit
238, historical information on various events which occur in
the equipment unit and the service provisioning apparatus 20.
The document operation analysis unit 220 analyzes an opera-
tion on the document uploaded to the service provisioning
apparatus 20 based on the historical information. Based on
the analysis results of the document operation analysis unit
220, the projection unit 221 projects the image forming appa-
ratus 10 to which the projection information is downloaded, a
user which use the image forming apparatus 10, etc., is pro-
jected. The script generation unit 222 generates a script (be-
low called “download script”) for causing projection infor-
mation on the image forming apparatus 10 and the user that is
projected by the projection unit 221 to be downloaded to the
image forming apparatus 10. The script transmission unit 223
transmits a download script generated by the script generation
unit 222 to the image forming apparatus 10 projected by the
projection unit 221.

The user information storage unit 231 stores information
for each user (below called “user information”). The equip-
ment information storage unit 232 stores therein information
(below called “equipment information™) for the respective
various equipment units shown in FIG. 1. The application
information storage unit 233 stores application information
for each application. The address book storage unit 234 stores
therein an address book for each user. The bookmark storage
unit 236 stores therein a list (below-called “a bookmark™) of
applications which are available for each user. The script
template storage unit 237 stores therein a template of a down-
load script. The historical information storage unit 238 stores
historical information of various events which occur in
response to execution of the process.

FIG. 8 is a diagram illustrating relationships among the
respective information sets which are managed in the service
provision apparatus according to the embodiment of the
present invention.

In FIG. 8, a tenant ID is identification information for the
respective tenants having a use agreement of a service pro-
vided by the service provisioning apparatus 20. The tenant
may be a company, for example. The tenant may be a depart-
ment which makes up a company, or an organization, an
association, an individual, etc., other than the company.

To the tenant ID is linked an equipment ID of various
equipment units registered to the tenant, an application ID of
the respective application for which the tenant has a use
agreement, and a user ID of the respective users which belong
to the tenant.

The user ID is identification information for each user. The
respective users are classified according to a combination of
the tenant ID and the user ID. The user ID is linked to the
document ID, the job ID, the bookmark, the historical infor-
mation, and the address book. The document ID is identifi-
cation information for each document. The user ID linked to
the document ID is a user ID of a destination or a user ID on
anupload source of the document. The job ID is identification
information for each job which is executed by the service
provisioning apparatus 20. The user ID linked to the job ID is
auser ID related to an executer of the job. The bookmark is set
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for each user. Therefore, the user ID is linked to the respective
bookmarks. The user ID linked to the historical information is
a user ID of the user associated with the event related to the
historical information. The address book is set for each user.
Therefore, the user ID is linked to the respective address
books.

An application ID is identification information for the
application. The application ID is linked to the application
information, download script, etc. In other words, the down-
load script is defined for each application. The equipment ID
is identification information for each equipment unit body
(individual body) of the equipment unit. The equipment ID is
linked to the equipment information.

FIG. 9 is a diagram illustrating an exemplary functional
configuration of an image forming apparatus according to the
embodiment of the present invention. In FIG. 9, the image
forming apparatus 10 includes a card read control unit 121, an
authentication request unit 122, an application management
unit 123, a browser 124, an equipment control unit 125, a
script receipt unit 126, a script execution unit 127, etc. The
image forming apparatus 10 also uses a projection informa-
tion storage unit 131. The projection information storage unit
131 can be implemented using an HHD 114, or a storage
apparatus, etc., connected via a network to the image forming
apparatus 10.

The card read control unit 121 controls reading of the card
ID from the smart card which is held over the IC card leader
18. The authentication request unit 122 requests the service
authentication apparatus 20 authentication of the user based
on the card ID read by the card read control unit 121. The
application control unit 123 performs the active control of the
application, determination of the application to be activated,
etc. The browser unit 124 performs downloading of the Web
application, display control, execution control, etc. of the
Web application. The equipment control unit 125 performs
control, etc., of the hardware unit of the image forming appa-
ratus 10. The script reception unit 126 receives a download
script from the service provisioning apparatus 20. Based on
the download script received by the script reception unit 126,
the script execution unit 127 executes downloading of pro-
jection information based on the download script received by
the script reception unit 126. The projection information stor-
age unit 131 stores therein projection information obtained.

Below, a processing procedure executed by the informa-
tion processing system 1 is described. FIG. 10 is a diagram for
explaining an overview ofa basic processing procedure of the
cloud pull print. FIG. 10 describes an example in which the
user Yoko uploads a document using the PC 50 and the user
Taro instructs printing of the document. Moreover, the image
forming apparatus 10 used by the user Taro is called “a target
equipment unit” below.

As an initial state, a login screen on the service provision
apparatus 20 is displayed on the PC 50. For example, the log
in screen may be displayed on the Web page downloaded
from the service provision apparatus 20. A web browser of the
PC 50, for example, causes the PC 50 to execute the process
executed by the PC 50 shown in FIG. 10.

In step S101, when the user Yoko inputs a tenant ID, user
1D, and a password into the login screen displayed on the PC
50, the PC 50 transmits a log-in request including a password,
a user ID, and a tenant ID to the service provisioning appa-
ratus 20. The authentication processing unit 212 of the service
provisioning apparatus 20 executes an authentication process
onthe password, the user ID, and the tenant ID included in the
log-in request (S102). More specifically, if a record including
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the tenant ID, the user ID, and the password is stored in the
user information storage unit 231, it is determined that the
authentication is successful.

FIG. 11 is a diagram illustrating an exemplary configura-
tion of a user information storage unit. In FIG. 11, the user
information storage unit 231 stores the tenant 1D, the name,
the user ID, the password, the card ID, an affiliated depart-
ment name, a privilege, etc., for each user who can use a
service of the service provisioning apparatus 20.

If the authentication fails, the subsequent process is
stopped. If the authentication succeeds, the authentication
processing unit 212 generates a ticket (cookie) which shows
asuccess of a log-in, and returns the ticket, and a Web page on
which an uploaded screen is displayed is returned to the PC
50. In the service provisioning apparatus 20, the ticket is
stored in association with the user ID and the tenant ID of the
authenticated user. Moreover, a ticket is included in the sub-
sequent requests from the PC 50. Therefore, the service pro-
visioning apparatus 20 may specify the user ID and the tenant
ID related to the request from the respective PC 50 based on
a ticket included in the request.

Theupload screenis a screen for selecting a document to be
uploaded, a destination of the document, etc. The destination
of the document means a user or group which is allowed to
access the document. The group is a concept with respect to
multiple user sets such as a department, etc., for example. The
destination which can be designated by the user Yoko is
specified based on the address book storage unit 234.

FIG. 12 is a diagram illustrating an exemplary configura-
tion of an address book storage unit. In FIG. 12, the address
book storage unit 234 stores a destination ID, telephone num-
ber, a mail address, etc., for each destination which can be
specified by the user as a delivery destination for information
in association with the user ID of the respective users. The
destination ID is a user ID of a group or a user which can be
specified as a destination. The telephone number and the mail
address are a telephone number and a mail address of the user
that can be designated as the destination.

In FIG. 12, the destination IDs which can be specified by
the user Yoko is “Taro” and “xxx”. Therefore, a Web page of
the upload screen is generated with these destination IDs
being set as selections of the destination.

The PC 50 received by the Web page displays the upload
screen. When the document to be uploaded, the destination of
the document, etc., are selected via the upload screen by the
user Yoko, the PC 50 transmits (updates) the data file of the
document to the service provisioning apparatus 20 (S103).
When the document reception unit 213 of the service provi-
sioning apparatus 20 receives the data file, the data file is
stored in the auxiliary storage apparatus 202, for example,
and bibliographical information of the document on the data
file is stored into the document information storage unit 235
(S8104). Uploading and storage of the document is an event
(below called “an event E1”) which execution is to be trig-
gered by the projection process. The projection process
executed in response to the event E1 applies to the projection
process executed in a period A in FIG. 6.

FIG. 13 is a diagram illustrating an exemplary configura-
tion of a document information storage unit. In FIG. 13, the
document information storage unit 235 stores bibliographical
information including a document ID, a document type, a
URI, a size, a date/time, a preparer, a format, a destination,
etc., for the document uploaded. The document type is a type
of document when the respective documents are classified
from a viewpoint of user operation. The URI is information
indicating a storage location of'a data file of a document in the
service provisioning apparatus 20. The size is a data size of
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the data file. Date/time is a date/time at which the document
is uploaded, or in other words, a date/time at which the docu-
ment is received by the document reception unit 213. If it is
information indicating timing at which the document is
uploaded, information other than date/time, etc., may be used
instead of the date/time. The creator is the user ID of the user
uploaded by the document. In other words, it is the log ID of
the log user according to the upload request of the document.
The format is a data format of the data file. The destination is
a destination of the document. In other words, the destination
is a user or a department, etc., which include an access privi-
lege for the document. If the destination is the department, an
access privilege is provided to a user which belongs to the
department.

The document 1D is automatically allocated by the docu-
ment reception unit 213. The URI, size, date/time, creator,
and format are determined automatically by the document
reception unit 213. The document type and the destination are
included in the upload request. For example, the document
type and destination are designated by the user Yoko in the
upload screen.

Then, when the user Taro holds the smart card over the
smart card reader 18 of the target equipment unit (S111), the
target equipment unit returns from the energy saving state
(S112). Returning from the energy saving state of the target
equipment is an event (below called “event E2”) to be a
trigger for the projection process. The projection process is
executed in response to the event E2 applies to the projection
process executed in a period B in FIG. 6.

Next, the card read control unit 121 of the target equipment
unit controls reading of the smart card from the smart card
(S113). Next, the authentication request unit 122 of the target
equipment unit transmits the log-in request including the card
ID is transmitted to the service provisioning apparatus 20
(S114). The authentication processing unit 212 of the service
provisioning apparatus 20 executes an authentication process
on the card ID included in the log-in request (S115). More
specifically, if a record including the card ID is stored in the
user information storage unit 231 (FIG. 11), it is determined
that authentication is successful. If the authentication fails,
the subsequent process is stopped. If the authentication suc-
ceeds, the authentication processing unit 212 returns a
response indicating the success of authentication to the target
equipment unit.

Next, the application management unit 123 of the target
equipment unit executes the process of obtaining the priority
setting application on an authenticated user Taro (S116). The
priority setting application, which is an application to be
operated on first after launching of the image forming appa-
ratus 10, is set for each user. The priority setting application
information is application information on a priority setting
application. Information showing a priority setting applica-
tion of each user is stored in a bookmark storage unit 236 of
the service provisioning apparatus 20.

FIG. 14 is a diagram illustrating an exemplary configura-
tion of a bookmark storage unit. In FIG. 14, the bookmark
storage unit 236 stores information indicating whether each
application is a priority setting application; and an application
ID of an application which can be used by the user in asso-
ciation with the user ID of the respective users. The bookmark
storage unit 236 shown in FIG. 14 stores therein that the
application ID of the priority setting application of the user
Taro stores the “Pull Print”. The “Pull Print” is an application
ID for the cloud pull printing.

Moreover, the application information corresponding to
the application 1D is stored in the application information
storage unit 233. FIG. 15 is a diagram illustrating an exem-
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plary configuration of an application information storage
unit. In FIG. 15, the application information storage unit 233
stores the application ID, the application name, the Type, the
URI, the installation method, the function, the tenant 1D, etc.

The application name is a name of the application. The
Type is information indicating whether it is a Web application
or a native application. The URI is information indicating the
location of the application. The installation method is a
method of installation of the application. “On demand” indi-
cates downloading to the equipment unit at the time of using
the application. “Advance” indicates the installation in
advance of using the application. The function indicates a
function provided by the application. The tenant ID is a tenant
ID of a tenant which has a use agreement of the application.

Here, application information is obtained which is stored in
a record whose application ID is “PullPrint”.

Next, the application management unit 123 determines that
the browser unit 124 is activated based on the value of the
Type ofthe application information obtained. Then, the appli-
cation management unit 123 specifies the URI of the appli-
cation information to request activation to the browser unit
124 (S117). The browser unit 124 is activated in response to
the request (S118). In response to the activation, a request for
obtaining the Web application of the cloud pull print is trans-
mitted to the service provision apparatus 20 (S119). The
obtaining request is transmitted to the URI specified in step
S117. The Web application management unit 211 of the ser-
vice provision apparatus 20 returns the contents of the Web
application of the cloud pull print according to the obtaining
request (S120). For example, HTML, CSS, script, etc., which
make up the Web application are returned.

Next, based on the script which makes up the Web appli-
cation of the cloud pull print, the browser unit 124 executes
the process of obtaining a document list related to the user
Taro (S121). The document list is obtained from the projec-
tion information storage unit 131 if the projection process
succeeds, while it is obtained from the service provisioning
apparatus 20 if the projection process fails.

Next, based on the HTML and CSS which make up the Web
application of the cloud pull print and the document list
obtained, the browser unit 124 causes the document list
screen to be displayed on the operation panel 15 (S122).

FIG. 16 is a diagram illustrating exemplary displaying of a
document list screen. In FIG. 16, the document list screen 510
includes a document list 511, a print button 512, etc. The
document list 511 is a document list obtained in step S121. At
least one document to be printed is selected in the document
list 511, and, when a print button 512 is pressed (S123), the
browser unit 124 transmits, to the service provisioning appa-
ratus 20, a request for obtaining a data file on a document
selected based on a script which makes up a Web application
of a cloud pull print (S124). A document ID of a document
selected is included in the obtaining request.

The data file transmission unit 216 of the service provision
apparatus 20 obtains, from the auxiliary storage apparatus
202, for example, a data file on a document ID included in the
acquisition request, and returns the obtained data file to the
target equipment unit (S125). The location at which the data
file is saved can be specified based on the URI stored in the
document information storage unit 235 in association with
the document ID. The data file returned to the target equip-
ment unit does not have to be limited to the file format.

In the target equipment unit, when the data file is received,
the equipment control unit 125 executes the print job on the
data file (S126). Next, the equipment control unit 125 trans-
mits a request for deleting a document related to the data file
to the service provisioning apparatus 20 (S127). A document
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ID of a document printed is included in the deleting request.
The document deletion unit 217 of the service provisioning
apparatus 20 deletes a data file related to a document ID
included in the deletion request and deletes a record related to
the document ID from the document information storage unit
(S128).

Next, a projection process executed in response to upload-
ing of the document is described. The projection process is a
projection process executed in a period A in FIG. 6.

FIG. 17 is a diagram for explaining one example of a
processing procedure of a projection process that is executed
in response to uploading of a document.

The document operation analysis unit 220 of the service
provisioning apparatus 20 in response to the occurrence of the
event E1 (uploading of document) in FIG. 10 analyses his-
torical information stored in the historical information stor-
age unit 238 (S201). Here, the document ID (below called
“target document”) of the document uploaded in the event E1
is assumed to be “Doc9” (see FIG. 13). In other words, the
target document is a document which is uploaded by the user
Yoko and whose destination is the user Taro.

FIG. 18 is a diagram illustrating an exemplary configura-
tion of a historical information storage unit. As shown in FIG.
18, a history of information on various events which occur in
response to use of the image forming apparatus 10 is stored in
a time series. One record stores a historical number, a date/
time, a position, a user ID, a document 1D, an application 1D,
a job ID, an equipment ID, an event content, etc.

The historical number is identification information for
each record of the historical information storage unit 238. The
date/time is a date/time in which the event occurs. If it is
information indicating timing at which the event occurs,
information other than date/time, etc., may be used instead of
the date/time. The position is information indicating the loca-
tion of the equipment unit related to the event. The user ID is
a user ID of a user who performed an operation to be a cause
of the event. When the event is concerned with an operation
on the document, the document ID is an ID of the document
to be operated. The application ID is an application ID of the
application which performed a process associated with the
event. The job ID is a job ID of a job associated with the event
by the application related to the application ID. The equip-
ment ID is an equipment ID of the equipment unit which is
operated by the user on the event. The event content is infor-
mation indicating the content of the event.

The historical information is successively stored into the
historical information storage unit 238 by the historical writ-
ing unit 219 of the service provision apparatus 20. In the event
which occurs in the equipment unit, when a request is trans-
mitted on the event from the equipment unit, the historical
writing unit 219 stores the historical information to the his-
torical information storage unit 238 in accordance with the
request. Moreover, even an event for which it is not explicitly
stated that an occurrence thereof is reported to the service
provisioning apparatus 20 may be reported as required from
an equipment unit in FIG. 10 as shown in “document list
displaying”, which is the fourth item from the bottom, or in
“printing”, which is the second item from the bottom. Alter-
natively, in a request which is stored in the equipment unit and
which is transmitted to the service provisioning apparatus 20
at the time of or after the event, the event stored in the
equipment unit up to the expiring may be collectively
reported. For example, “the document list displaying” may be
reported in a request for obtaining the data file of step S124.
Moreover, the “printing” may be reported with a request for
deleting a document in step S127.
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A value of a position included in the historical information
may be specified with reference to the equipment information
storage unit 232 based on the equipment ID, for example.

FIG. 19 is a diagram illustrating an exemplary configura-
tion of an equipment information storage unit. In FIG. 19, the
equipment information storage unit 232 stores the equipment
1D, the equipment name, the equipment type, the function, the
installation location, etc., for each equipment unit registered
on the tenant in association with the tenant ID. The equipment
name has the same meaning as the equipment type. The
equipment type is information which clearly demonstrates
the performance of the type related to the equipment name.
The function is a function included by the equipment unit.
The installation location is a location installed by the equip-
ment unit. The installation location may be a building, a floor,
a pillar number, etc., for example.

The location of the historical information may be an estab-
lishment location stored in the equipment information storage
unit 232 for the equipment ID included in the history infor-
mation. Moreover, information indicating the position of the
equipment may be transmitted to the service provisioning
apparatus 20 included in the request, etc., from the equipment
unit. Information indicating the position of the equipment
unit may be information specified by the GPS function if the
equipment unit includes a GPS function. Moreover, a fixed
equipment unit such as the image forming apparatus 10 may
store therein information indicating the installation location
of the equipment unit.

In S201 in FIG. 17, a history related to an operation of the
document is extracted from information stored in the histori-
cal information storage unit 238. In other words, in the his-
torical information storage unit 238 is included a history on
printing of a document, a history on uploading of the docu-
ment, etc. Therefore, information on uploading and informa-
tion on downloading (output) may be associated based on
historical information including a document ID of a certain
document. Then, in step S201, information on the uploading
and information on the downloading are extracted and asso-
ciated for each document first. According to the present
embodiment, a series of operations of a document that is
configured by uploading and uploading of the document is
called “delivery of the document”. Moreover, information on
the downloading destination and information on the upload-
ing destination for the document is called “delivery informa-
tion”.

FIG. 20 is a diagram illustrating exemplary extraction of
delivery information on a document from historical informa-
tion. FIG. 20 shows uploading information on the document
and downloading information on the document for each docu-
ment delivered.

The upload information includes items such as a document
type, a date/time, From, To, etc. The document type is a
document type of a document uploaded. The date/time is a
date/time at which the uploading was performed. The From is
a user ID of a user related to an uploading source (transmis-
sion source). A value of the user ID in historical information
on uploading is a value of the From. The To is a user ID
specified as the destination in the uploading.

For example, in FIG. 20, the uploading information on the
document whose document ID is “Doc 9” is based on history
information whose historical number is “LID261201” in the
historical information storage unit 238 (FIG. 18). The value
of To and the document type of the upload information is a
value of the destination or document type stored in the docu-
ment information storage unit 235 on the document ID related
to the upload information.
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The download information includes an item such as delay,
auser ID, a position, a machinery 1D, an application 1D, etc.
The delay is an elapsed time up to when downloading is
performed from uploading. In other words, it is an elapsed
time from the date/time of historical information on the
uploading to the date/time of historical information on down-
loading. The user ID is a user ID of a user which performed
downloading. The location is a location of the image forming
apparatus 10 used for downloading. The equipment 1D is a
machinery ID of the image forming apparatus 10. The appli-
cation ID is an application ID of the application related to
downloading. The application ID, the equipment ID, the posi-
tion, and the user ID of the download information is an appli-
cation 1D, an equipment ID, a position, and a user ID of the
historical information on the downloading.

For example, in FIG. 20, the uploading information on the
document whose document ID is “Doc 9” is based on histori-
cal information whose historical number is “L1ID261218” in
the historical information storage unit 238 (FIG. 18).

In this way, delivery information is extracted for each
document. The delivery information is extracted from histori-
cal information within a predetermined time from the present
time, for example. For example, according to the present
embodiment, historical information within one hour from the
present time is to be extracted. The range of historical infor-
mation from which delivery information is to be extracted
may be determined as needed.

Next, the document operation analysis unit 220 classifies
delivery information on the user Yoko of an upload source on
an event E1 to be a trigger in step S201. The classification of
the delivery information is performed based on the delivery
destination. The difference between the destination and the
delivery destination is that the destination refers to a user
allowed as a destination at the time of uploading, whereas the
distribution destination refers to a user which actually per-
formed downloading. For example, on the document on
which the specification X is specified as the destination, the
delivery destination for a case in which downloading (print-
ing) is executed by the user Taro is user Taro.

FIG. 21 is a diagram for explaining a candidate delivery
destination of a document according to the embodiment of the
present invention. FIG. 21 shows a case in which the user
Yoko is a delivery source (an uploading source) of the docu-
ment.

As shown in FIG. 21, there are three ways for the candidate
of the delivery destination for the document. A case D1 is a
case in which the person himself is set to be a delivery desti-
nation. A case D2 is a case in which delivery is made to a
specific individual. A case D3 is a case in which delivery is
made to a group such as a department, etc., that includes a user
Taro, a user xxx, etc.

The classification of the delivery information is further
performed based on the document type. Therefore, the deliv-
ery information for the document uploaded by the user Yoko
is classified as shown in FIG. 22, for example.

FIG. 22 is a diagram illustrating an example of a category
of delivery information related to a certain user. As shown in
FIG. 22, delivery information of a document uploaded by the
user Yoko is classified based on the document type first. Next,
the classification is based on the delivery destination. When
the delivery destination is the person himself, a specific
equipment unit such as an “MFPI”, etc., for example, may be
specified.

The document operation analysis unit 220 classifies deliv-
ery information shown in FIG. 20 with the criteria shown in
FIG. 22 and generates a delivery classification table shown in
FIG. 23.
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FIG. 23 is a diagram illustrating an exemplary configura-
tion of a delivery classification table. The delivery classifica-
tion table in FIG. 23 includes the number of uploads, the
number of downloads, and an output rate for each document
type and for each delivery destination in the delivery infor-
mation shown in FIG. 20.

The upload number is delivery information (below called
“target delivery information sets”) including upload informa-
tion with the value of date/time of within one hour from the
present time, the delivery information including the respec-
tive classifications of the delivery destination in the value of
To. In other words, it is the number of times the uploading was
performed from one hour before to the present with the
respective classifications of the delivery destination as the
destination. The number of downloads is the number of deliv-
ery information sets including download information in
which the value of delay is within 30 minutes, out of target
delivery information sets. In other words, it is the number of
downloads performed within 30 minutes from downloading.
The output rate is a proportion of the number of downloads to
the number of uploads. The output ratio is said to be a prob-
ability in which downloading is performed within 30 minutes
from uploading. On the number of downloads, the condition
of the value of the delay being within 30 minutes is provided
for removing, from what is to be projected, a document for
which a likelihood that it will not be output even after a long
time has elapsed from the uploading is high. This is because,
even when such a document is to be projected, the likelihood
is high that the document consumes a storage capacity of an
equipment unit to be downloaded to for along time. The value
of 30 minutes may be changed as needed. Moreover, in the
equipment unit to be downloaded to, for example, the projec-
tion information may be removed after a certain elapsed
period. Even when the projection information is removed
after elapsing of a certain period, the condition that the value
of delay to be within 30 minutes may be removed.

According to FIG. 23, it may be seen that the number of
reports uploaded to Taro by Yoko in the past one hour is 3, out
of which 2 are downloaded (printed). Therefore, the output
ratio is assumed to be 67%. Step S201 in FIG. 17 is completed
by generation of the delivery classification table.

Information sets shown in FIGS. 20, 23, and 25 may be
generated non-synchronously with respect to the event E1.
For example, the information sets shown in FIGS. 20, 23, and
25 may be generated periodically in 30 minute intervals.
Steps S202 and beyond may be generated using information
sets related to FIGS. 20, 23, and 25 that were last generated in
response to the event E1. This makes it possible to shorten the
time required to step S207 from the event E1.

Then, the projection unit 221 determines the validity of the
projection process based on the output ratio of the user Taro,
which is the destination of the target document, related to the
document type to which the target document (“report™)
belongs in the delivery classification table (FIG. 23) (S202).
For example, when the output ratio is at least a preset thresh-
old, it is determined that the projection process is valid. When
the threshold is 50%, the output ratio (67%) of the user Taro
related to the document type (“report”) to which the target
document belongs is at least the threshold. Therefore, in this
case, it is determined that the projection process is valid. The
fact that the projection process is valid means that projection
information downloaded to the image forming apparatus 10
by the projection process is likely to be actually used within a
short period.

When it is determined that the projection process is not
effective, or, when the applicable output ratio is less than
50%, for example, the process in FIG. 17 is completed. In this
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case, downloading based on the projection process is not
performed. The value of 50% can be set arbitrarily. If it is
determined that the projection process is effective, the pro-
jection unit 221 estimates the current location of the user of
the destination of the target document (S203). The current
location value of each user may be estimated based on the
equipment ID in the historical information within the deter-
mined time (for example, 30 minutes) from the present time,
for example. The installed location of the equipment unit
related to the equipment ID may be specified based on the
equipment information storage unit 232 (FIG. 19).

For example, according to the historical information
shown in FIG. 18, the current location of each user is esti-
mated as shown in FIG. 24. FIG. 24 is a diagram illustrating
an estimated example of a current location of each user.

Based on the historical information within the last 30 min-
utes, the user Yoko uses PC1 and MFP1. According to the
historical information, the location of the PC1 is Tokyo.
Moreover, the location of the MFP1 is also Tokyo. Therefore,
the current location of the user Yoko is estimated to be Tokyo.
Based on the historical information within the last 30 min-
utes, the user Taro uses LP1. According to the historical
information, the location of the LP1 is Fukuoka. Therefore,
the current location of the user Taro is estimated to be
Fukuoka. On the other hand, there is no historical information
on the user xxx in the historical information within the last 30
minutes. Therefore, the current location of the user xxx is
estimated to be unknown.

The current location of the respective users may be esti-
mated based on the last historical information of the respec-
tive users. In this case, restrictions on the date/time of the
historical information do not have to be set. For example, as
for the user xxx, when the historical information few days ago
is the last historical information, the current location of the
user xxx may be estimated based on the above-mentioned
historical information. The current location of the respective
users may be specified in cooperation with a different com-
puter system such as a work management system.

While a current location for the respective users is esti-
mated for the sake of convenience in FIG. 24, the current
location may be estimated for only the user Taro, which is the
destination of the target document.

When the current location is unknown for the user of the
destination of the target document, the process of FIG. 17
completed. When the current location could be estimated for
the destination user of the target document, the projection unit
221 projects the equipment unit used by the destination user
(S204). The projection of the equipment unit used is per-
formed based on the delivery information including down-
load information in which the delay is within 30 minutes.
More specifically, the ratio (or the proportion) of the machin-
ery body ID corresponding to the user ID related to the des-
tination user is calculated in the download information. The
download information is used because it is desired that the
equipment unit to be downloaded be projected. The example
in FIG. 20 causes such results as in FIG. 25 to be obtained.

FIG. 25 is a diagram illustrating results of calculating ratios
of equipment units used for output by the respective users.
According to the equipment use ratio table shown in FIG. 25,
for the user Yoko, the ratio of using MFP1 for downloading is
100%. For the user Taro, the ratio of using the L.P1 for down-
load is 100%. For the user xxx, the ratio of using the LP1 for
download is 100%. While a ratio for the respective users is
calculated for the sake of convenience in FIG. 25, the ratio
may be calculated for only the user Taro, which is the desti-
nation of the target document. Moreover, while simple calcu-
lation results are obtained according to the embodiment of the
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present invention for the sake of explanations, in the environ-
ment in which a large number of equipment units are used, the
document may be downloaded using multiple equipment
units by the same user.

Here, if, for the destination user of the target document, the
installation location of the equipment unit with the highest
ratio matches the current location which is estimated for the
user, it is determined that the projection of the equipment unit
used by the user succeeded. On the other hand, if, for the
above-mentioned user, the installation location of the equip-
ment unit with the highest ratio matches the current location
which is estimated for the user, it is determined that projection
of'the equipment unit used by the user failed. According to the
embodiment of the present invention, the equipment unit used
by the user Taro is projected to be LP1. Out of the equipment
units up to the Nth, multiple equipment units whose installa-
tion location matches the current location estimated for the
destination user may be projected as the equipment units used
by the user.

A case in which the projection fails includes a case in
which, for example, the location of the historical information
is specified with the granularity of the range moveable in a
short time by the user, such as a pillar number unit, etc., and
the current location of the user is estimated based on the last
historical information. In this case, if the location of the
equipment unit with the highest use ratio for the user differs
from the current location estimated, the projection of the
equipment unit used by the user fails.

The equipment unit used by the user may be projected
without taking into account the current location of the user.
For example, in the delivery information including download
information in which the delay is within 30 minutes, the
equipment unit with the highest use ratio for the user may be
projected to be the equipment used by the user. Moreover,
without taking into account the use ratio, it may be estimated
that multiple equipment units be equipment units used by the
user.

Moreover, based on the current location estimated for the
user, the equipment unit used by the user may be projected.
For example, when the current location of the user is esti-
mated to be Tokyo, all equipment units whose installation
location is Tokyo in the equipment information storage unit
232 or an equipment unit with a use performance by the user
out of the equipment units may be projected to be equipment
units used by the user. Moreover, the equipment unit used by
the user may be projected by other methods.

If the projection of the equipment unit used by the desti-
nation user of the target document fails, the process in F1IG. 17
is completed. If the projection of the equipment unit used by
the destination user of the target document succeeds, the
script generation unit 222 generates a download script for the
user (S205). The download script is generated based on the
download script template which is stored in the script tem-
plate storage unit 237.

FIG. 26 is a diagram illustrating an exemplary configura-
tion of a script template storage unit. In FIG. 26, the script
template storage unit 237 stores the download script template
in correspondence with the application ID. In FIG. 26, the
download script template of “Forln (Document: <user ID>)”
is associated with the application ID (“Pullprint”) of the cloud
pull print. Moreover, the download script template of “In
(Document: <user ID>)” is associated with the application ID
(“Portal”) of the device portal.

“Forln (Document: <user ID>) indicates an instruction to
“obtain a list of documents with <user ID> as the destination
from the document information storage unit 235”.
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“In (Document: <user ID>) indicates an instruction to
“check presence/absence of a document with <user ID> as the
destination in the document information storage unit 235”.

In the respective download script templates, “document™
of a first argument is identification information for the docu-
ment information storage unit 235. Therefore, if it is desired
to set the information of a different storage unit to be a target,
identification information of the different storage unit may be
specified as a first argument. Moreover, <user ID>of asecond
argument is replaced with a user ID of a user to which is
applied the download script based on the download script
template. Which download script is applied to a user is deter-
mined based on a priority setting application of the user. For
example, the application ID of the priority setting application
of the user Taro is specified to be “PullPrint” based on the
bookmark storage unit 236 (FIG. 14). Therefore, the script
generation unit 222 generates a download script of “Forln
(Document: Taro)” for the user Taro. If the application ID of
the priority setting application of the user Taro is “Portal”, the
script generation unit 222 generates the download script of
“In (Document: Taro)”.

Next, the script transmission unit 223 transmits the respec-
tive download scripts generated to an equipment unit pro-
jected to be used by the destination user of the target docu-
ment (S206). The download script related to the user Taro is
transmitted to the image forming apparatus 10 whose
machinery body 1D is “LP1”.

The download script is received by the script reception unit
126 of the image forming apparatus 10 to which it is trans-
mitted. The script execution unit 127 of the image forming
apparatus 10 in which the download script is received
executes downloading of projection information based on the
download script (S207). More specifically, the script execu-
tion unit 127 of the image forming apparatus 10 which
received “Forln (Document: Taro)” transmits, to the service
provisioning apparatus 20, a request for obtaining the docu-
ment list in which the value of the destination is “Taro”. In
response to the obtaining request, the document list transmis-
sion unit 214 of'the service provisioning apparatus 20 obtains
the document in which the value of the destination is “Taro”
from the document information storage unit 235. The docu-
ment list transmission unit 214 returns the document list
obtained. The script execution unit 127 of the image forming
apparatus 10 stores, in the projectioning information storage
unit 131, the document list in association with the user 1D
“Taro”. All pages or a part of pages from the start, such as the
first page of the data file of the respective documents included
in the document list may be downloaded with the download
list. When some of pages from the start are downloaded, the
remaining pages may be obtained in parallel with printing of
some of the pages of the document to be printed. In this way,
the start period of the print job may be brought forward and
the required time for the print job may be shortened.

If “In (Document: Taro)” is received by the script reception
unit 126, the script execution unit 127 transmits, to the service
provisioning apparatus 20, a request for checking the pres-
ence and absence of the document in which the value of the
destination is “Taro”. In response to the checking request, the
document checking unit 215 of'the service provisioning appa-
ratus 20 checks whether the document in which the value of
the destination is “Taro” is stored in the document informa-
tion storage unit 235. The document checking unit 215
returns information indicating the presence/absence of the
document applicable. The script execution unit 127 of the
image forming apparatus 10 stores, in the projection infor-
mation 131, the information in association with the user 1D
“Taro”.



US 9,374,490 B2

19

Moreover, if the destination of the target document indicate
multiple users (including a case in which a department is
specified), step S202 and beyond may be executed for each
user. In this case, a situation may occur such that, while
downloading is performed based on the projection process for
some users, downloading based on the projection process is
not performed for other users.

In the projection information storage unit 131, when the
projection information obtained by executing the same down-
load script is stored, old information may be overwritten by
the new information. For example, if the uploading of the
document with the user Taro as the destination is performed in
intervals of around a few minutes, the same download script
may be transmitted in intervals of around a few minutes to the
same image forming apparatus 10. In this way, while the
document list, etc., are obtained multiple times in the image
forming apparatus 10, the old document list may be overwrit-
ten with the newly obtained document list in the image form-
ing apparatus 10.

If the image forming apparatus 10 which receives the
download script is used by either of the users, or, in other
words, when any of the users is logged in, the script execution
unit 127 of the image forming apparatus 10 may start execu-
tion of the download script after the user logs out. This makes
it possible to avoid the load due to execution of the download
script influencing an operation of the image forming appara-
tus 10 by the user.

Moreover, the service provisioning apparatus 20 may grasp
the log-in state of the respective image forming apparatuses
10 based on the historical information. Based on the grasping
of the log-in state of the respective image forming appara-
tuses 10, the script transmission unit 223 may adjust the
timing of transmission of the download script. For example,
the script transmission unit 223 may transmit the download
script to the image forming apparatus after the log out is
reported from the image forming apparatus 10 to which the
download script is transmitted.

Moreover, in step S206, the script transmission unit 223
may transmit results of executing the download script in the
service provisioning apparatus 20 instead of the download
script. For example, for “Forln(Document: Taro)”, the docu-
ment list and the user ID (“Taro”) may be transmitted.

Moreover, not only the document list and the presence/
absence of the document, but also the list of the job informa-
tion on the document, and application specific information on
the priority setting application may be transmitted in step
S206 together with the download script. The application spe-
cific information means specific information for each appli-
cation. One example of the application specific information
includes setting information on the application. For example,
for the cloud pull print, setting information on printing may
be the application specific information. For the different
application specific information for each user, the application
specific information may be stored for each user ID and for
each application ID in the bookmark storage unit 236. The
application specific information common to multiple users
may be stored for each application in the application infor-
mation storage unit 233, for example.

When the number of applications is numerous, storing
application specific information in advance on the image
forming apparatus 10 is a waste of storage capacity. The
application specific information as well as projection infor-
mation for each user may be subjected to the projection pro-
cess, so that, even for the application specific information, the
same advantageous effects as obtained in the projection pro-
cess in the projection information of the user may be
obtained.
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Moreover, when a firewall is installed on the tenant side
and information may not be PUSHED to the image forming
apparatus 10 from the service provisioning apparatus 20, step
S206 may be executed in response to any request, report, etc.,
from the image forming apparatus 10. For example, the script
reception unit 126 of the image forming apparatus 10 may
periodically inquire presence/absence of the download script
to the service provision apparatus 20.

Moreover, if a specific equipment unit is specified as a
destination by a certain user, or, in other words, if the user
uploads a document with a specific equipment unit as a des-
tination for the purpose of the user himself downloading it,
the process by the projection unit 221 that is described in FI1G.
17 may be simplified. In this case, the user which executes
downloading and the equipment unit to be downloaded are
specified. Therefore, without steps S201-S204 being
executed, the projection script related to the user may be
generated for the equipment unit. Alternatively, inclusion of a
predetermined keyword such as “emergency”, etc., for
example, in the name of a document, or as a parameter of
uploading may be setto be a condition in which the projection
process is executed in this case.

Next, a process is described which is executed in response
to returning from a saving energy state of the image forming
apparatus 10 which detected the smart card. The process also
includes the projection process executed in a period B in FIG.
6.

FIG. 27 is a diagram for explaining one example of a
processing procedure executed in response to returning from
the saving energy state of the image forming apparatus. In
FIG. 27, the same letter is given to the steps which are iden-
tical to or corresponds with that in FIG. 10.

When the image forming apparatus 10 (below called “tar-
get equipment unit”) over which a smart card is held returns
from the saving energy state (S112), the script execution unit
127 of the target equipment unit transmits the download
request to the service provisioning apparatus 20 (S301). At
this time, the image forming apparatus 10 used is specified,
but the user is not specified. Therefore, the download request
includes therein the machinery body ID of the target equip-
ment, but not the user ID.

In response to the download request, the projection unit
221 of'the service provisioning apparatus 20 projects the user
of'the target equipment unit based on the equipment use ratio
table shown in FIG. 25 (S302). For example, the user related
to a user ID which has a ratio which exceeds 0% relative to the
machinery body ID included in the download request is pro-
jected to be the user of the target equipment unit. When the
machinery unit ID included in the download request is “L.P1”,
“Taro” is projected to be the user of the target equipment unit
based on the equipment use ratio table in FIG. 25. The equip-
ment use ratio table may be generated in step S302, or what is
generated in advance, or, for example, what is generated in
step S201 in FIG. 17 may be used.

When there is no applicable user ID, downloading at this
time is given up, proceeding to step S306. When there is at
least one applicable user ID (below called “projection user ID
group”), step S303 is executed in order to increase the pro-
jection accuracy by further narrowing down the projection
user ID group. When there is at least one user ID included in
the projection user ID group, the process may proceed to step
S305.

In step S303, out of the respective user IDs included in the
projection user ID group, the projection unit 221 extracts the
user ID related to the user using the target equipment unit in
the historical information (FIG. 18) within the past 30 min-
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utes, for example. In other words, the user ID of the user
which is projected to be present in the vicinity of the target
equipment is extracted.

When there is no applicable user 1D extracted, download-
ing at this time is given up, proceeding to step S306. When
there is at least one user ID extracted, step S304 is executed to
increase the projection accuracy by further narrowing down
the projection user ID group. Below, the user ID extracted in
step S303 is called the projection user ID group. At this time,
when there is one user ID included in the projection user ID
group, the process may proceed to step S305.

In step S304, the projection unit 221 extracts the user ID
related to the destination of the document not downloaded
based on the delivery information shown in FIG. 20 from the
projection user ID group. The document not downloaded
applies to a document without download information in the
delivery information.

When there is no applicable user 1D extracted, download-
ing at this time is given up, proceeding to step S306. When
there is a user ID extracted, the script generation unit 222
generates a download script related to the user. The script
transmission unit 223 transmits the download script gener-
ated to the target equipment unit. In step S304, multiple user
IDs may be extracted. In this case, the download script related
to multiple users may be transmitted to the target equipment
unit.

Moreover, any two or any one of steps S302, S303, and
S304 may be executed.

When the download script is received, the script execution
unit 127 of the target equipment unit obtains projection infor-
mation from the service provisioning apparatus 20 based on
the download script (S305). The script execution unit 127
stores the obtained projection information to the projection
information storage unit 131 in association with the user ID
included in the download script.

Up to step S305 is a projection process, in a state in which
the user is not specified, that is executed during the returning
from the energy saving state. The projection of the user may
be performed in the target equipment unit. For example,
based on log information stored in the target equipment unit,
the user whose use frequency is at a high level may be pro-
jected as a user at this time. In this case, in the download
request in step S301, the user ID may be included in addition
to the equipment ID of the target equipment unit. With the
user ID as the population, steps S302-S304 may be executed,
or step S305 may be executed without executing step S302
and beyond.

Then, when the card ID is read from the smart card (S113),
the script execution unit 127 determines presence/absence of
projection information for the user related to the card ID
(8306), out of projection information stored in the projection
information storage unit 131 in step S305. Along with the
download script, the card ID which corresponds to the user ID
included in the download script may be received. In this way,
the user ID and the card ID may be associated with the
respective projection information sets and determination of
the presence/absence of the projection information associated
with the card ID read in step S113 may be sped up. Alterna-
tively, if association information between the user ID and the
card ID in the target equipment unit is cached within the target
equipment unit, the user ID which corresponds to the card ID
read may be specified based on the associated information.

When there is projection information for the user (below
called “target user”) related to the card ID, the process pro-
ceeds to step S310. When there is no projection information
for the target user, the script execution unit 127 transmits the
request for obtaining the download script including the card
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ID to the service provisioning apparatus (S308). With refer-
ence to the user information storage unit 231 (FIG. 11), the
script generation unit 222 of the service provisioning appa-
ratus 20 specifies the user ID corresponding to the card ID
included in the obtaining request. Moreover, the script gen-
eration unit 222 specifies the application ID of the priority
setting application of the user with reference to the bookmark
storage unit 236 (FIG. 14). The script generation unit 222
applies the user ID to the download script template stored in
the script template storage unit (FIG. 26) in association with
the application ID to generate the download script. The script
transmission unit 223 transmits the download script to the
target equipment (S308).

When the download script is received, the script execution
unit 127 of the target equipment unit obtains projection infor-
mation from the service provisioning apparatus 20 based on
the download script (S309). The script execution unit 127
stores the obtained projection information to the projection
information storage unit 131 in association with the user ID
included in the download script.

Next, in the process (S116) of obtaining the priority setting
application information in FIG. 10, the application manage-
ment unit 123 of the target equipment requires obtaining the
priority setting application information for the script execu-
tion unit 127 (S116-1). The request includes therein an appli-
cation ID of the priority setting application. The script execu-
tion unit 127 checks whether application information
corresponding to the application ID is stored in the projection
information storage unit 131 (S311). When application infor-
mation is stored in the projection information storage unit 131
is stored, the script execution unit 127 returns the application
information to the application management unit 123 (S311).
When the application information is not stored in the projec-
tion information storage unit 131, the script execution unit
127 transmits the request for obtaining the application infor-
mation to the service provisioning apparatus 20. In the obtain-
ing request is included an application 1D specified in step
S116-1. The application information management unit 218 of
the service provisioning apparatus 20 obtains the application
information related to the application ID from the application
information storage unit 233 (FIG. 15) and returns the appli-
cation information (S312). When the application information
is received, the script execution unit 127 stores the application
information to the projection information storage unit 131
and returns the application information to the application
management unit 123. The application management unit 123
receives application information returned from the script
execution unit (S116-2).

While the priority setting application information is not
subjected to downloading in the projection process according
to the present embodiment, the priority setting application
information may also be transmitted by the script transmis-
sion unit 223 along with the download script.

Next, in the document list obtaining process in FIG. 10, the
browser unit 124 requests for obtaining a document list to the
script execution unit 127 (S121-1). The request includes
therein a user ID of a user logging into the target equipment.
The script execution unit 127 checks whether a document list
associated with the user ID is stored in the projection infor-
mation storage unit 131 (S313).

When the applicable document list is stored in the projec-
tion information storage unit 131, the script execution unit
127 returns the document list to the browser unit 124 (S314).
When the applicable document list is not stored in the pro-
jection information storage unit 131, the script execution unit
127 transmits the request for obtaining the document list to
the service provisioning apparatus 20. In the obtaining
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request is included a user 1D specified in step S121-1. The
document list transmission unit 214 of the service provision
unit 20 obtains a document list which includes the user ID in
the destination from the document information storage unit
235 (FIG. 13) and returns the document list (S315). When the
document listis received, the script execution unit 127 returns
it to the browser unit 124. The browser unit 124 receives a
document list returned from the script execution unit (S121-
2).

While a case is described in the above of the priority setting
application of the login user for the image forming apparatus
10 being a cloud pull print, when the priority setting applica-
tion of the log-in user is a device portal, for example, in S117
in FIG. 10 activation of the device portal is required and in
step S118 the device portal is activated. According to FIG. 15,
as the device portal is an application installed in advance,
steps S119 and S120 are not executed. Moreover, in step
S121, the process of obtaining information indicating pres-
ence/absence of the document related to the login user is
executed. In the obtaining process, information indicating
presence/absence of the document is obtained from the pro-
jection information storage unit 131 or the service provision-
ing apparatus 20. In other words, when the download script of
“In (Document: <user ID of login user>" is executed, the
information is obtained from the projection information stor-
age unit 131. In step S122, the portal screen, which is the
operation screen of the device portal, is displayed.

FIG. 28 is a diagram for illustrating exemplary displaying
of'a portal screen. In FIG. 28, the portal screen 520 includes
an operation menu 521, abutton 522, etc. The operation menu
521 includes a button for accepting an instruction for launch-
ing an application associated with an operation. The button
522 is a button for accepting a display request (a request for
activating a cloud pull printing) of a document list screen 510
(FIG.16). In FIG. 28, a message indicating that a material has
arrived is displayed in the button 512. This is displayed based
on information indicating presence/absence of the document
that is downloaded based on a download script for the device
portal application.

As described above, according to the present embodiment,
an equipment unit to be used or a user using the equipment
unit is projected based on some event such as uploading of the
document, returning from the saving energy state, etc. Based
on the projection, the individual information of the user that is
related to the application used by the user is transmitted to the
equipment unit. In other words, information which is likely to
be used by the user before the user starts use of the application
is transmitted to the equipment unit. Therefore, the embodi-
ment of the present invention makes it possible to improve the
operability of individual information for each user which is
managed via a network.

Uploading of the document to the service provisioning
apparatus 20 may be performed by an equipment unit other
than the PC 50. For example, the image data scanned in the
image forming apparatus 10 may be uploaded by the image
forming apparatus 10. Moreover, the equipment unit to which
the document is downloaded may not be limited to the image
forming apparatus 10. For example, the projector 30 may be
the download destination or a different equipment unit may
be the download destination.

In summary, when the individual information is stored in a
storage apparatus such as a cloud storage that is connected to
an equipment unit via a network, the operability of the equip-
ment unit is greatly influenced by the responsiveness of net-
work communications. For example, display time of the
screen may be prolonged, possibly giving stress to the user. To
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avoid such a situation, it is possible to download in advance
the individual information of the user to the equipment unit.

However, in an equipment unit which is shared by dozens
of users, for example, in order to download individual infor-
mation sets for all of the users in advance, it is necessary for
the equipment unit to include a storage apparatus having a
storage capacity which is sufficient to store these individual
information sets. An increased size of the storage apparatus
leads to an increased cost of the equipment unit. More spe-
cifically, it is not economical for the storage capacity to be
used in large quantities by the individual information sets
which are not known with respect to when they are used.

The embodiments of the present invention have been
described in view of the problems as described above, for an
object to improve the operability of individual information
for each user which is managed via a network.

As described above, for an image forming apparatus, if a
list of print data which is saved in association with a user is
included in a screen displayed in response to a login of the
user, for example, the number of operational steps needed
until outputting the printing data may be reduced. The reduc-
tion in the number of operational steps makes it possible to
improve the convenience of the equipment units. In other
words, the embodiment of the present invention makes it
possible to improve the operability of individual information
for each user which is managed via a network.

While the embodiments of the present invention have been
described in detail. However, the present invention is not
limited to such specific embodiment, so that variations and
modifications are possible within the scope of the gist of the
present invention that are recited in the claims.

As described above, for an image forming apparatus, if a
list of print data which is saved in association with a user is
included in a screen displayed in response to a login of the
user, for example, the number of operational steps needed
until outputting the printing data may be reduced. The reduc-
tion in the number of operational steps makes it possible to
improve the convenience of the equipment units. In other
words, the embodiment of the present invention makes it
possible to improve the operability of individual information
for each user which is managed via a network.

The present application is based on and claims the benefit
of priority of Japanese Priority Application No. 2014-051848
filed on Mar. 14, 2014, the entire contents of which is hereby
incorporated by reference.

The invention claimed is:

1. An information processing system including at least one
computer that is connected to a first equipment via a network,
the information processing system comprising:

a receiver configured to receive data via the network;

a memory configured to store the data;

a first transmitter configured to transmit, to the first equip-
ment, the data in response to a request for obtaining the
data stored in the memory from at least one other equip-
ment;

a historical information memory configured to store his-
torical information corresponding to transmission of the
data by the first transmitter and reception of the data by
the receiver;

a projection circuit configured to project the first equip-
ment which transmits the obtaining request correspond-
ing to first data in response to the reception of the first
data by the receiver; and

a second transmitter configured to transmit information
corresponding to the first data to the first equipment,

wherein the projection circuit is further configured to
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identify predetermined data corresponding to the his-
torical information, the historical information being
necessary for a process, and
transmit the identified predetermined data before a
future request for obtaining the data to the first equip-
ment.
2. The information processing system as claimed in claim
1, wherein the receiver receives data and identification infor-
mation on a destination of the data, wherein:
the memory is further configured to store the data received
in association with information corresponding to a trans-
mission source of the data and the identification infor-
mation corresponding to the destination of the data,

the historical information corresponding to reception of
data includes identification information corresponding
to the data; identification information corresponding to
the transmission source of the data; and identification
information corresponding to the destination of the data,

the historical information corresponding to the transmis-
sion of the data by the first transmitter includes the
identification information corresponding to the data; the
identification information corresponding to a user
related to the obtaining request and the identification
information corresponding to the first equipment related
to the obtaining request, and

the projection circuit is further configured to project the

first equipment which transmits the obtaining request
corresponding to the first data based on the information
related to the transmission source of the first data, the
identification information corresponding to the destina-
tion of the first data and the historical information.

3. The information processing system as claimed in claim
2, wherein the first transmitter transmits data specified in the
obtaining request out of data stored in the memory in asso-
ciation with identification information corresponding to the
user related to the obtaining request as identification infor-
mation corresponding to the destination.

4. The information processing apparatus as claimed in
claim 2, wherein the second transmitter transmits information
corresponding to data stored in the memory in association
with identification information corresponding to the destina-
tion of the first data.

5. The information processing apparatus as claimed in
claim 2, wherein the historical information includes informa-
tion indicating a time at which the data was received by the
receiver, or a time at which the data was transmitted by the
first transmitter, and wherein

the projection circuit is further configured to project the

first transmitter when a percentage of the number of the
first historical information is at least a second threshold
for the number of a second historical information that
has a difference within a first threshold with first histori-
cal information corresponding to the reception that
includes identification information corresponding to the
same data as the historical information out of the histori-
cal information corresponding to the transmission that
includes identification information corresponding to the
destination of the first data as identification information
of the user related to the obtaining request.

6. The information processing system as claimed in claim
1, further comprising a third transmitter which transmits, to
the first equipment, an instruction which causes the first
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equipment to execute obtaining of information corresponding
to the first data to the first equipment, and wherein the first
transmitter transmits, to the first equipment, information cor-
responding to the first data, in response to a request transmit-
ted by the first equipment based on an instruction transmitted
by the third transmitter.

7. The information processing apparatus as claimed in
claim 1, wherein the computer is configured to retrieve his-
torical information corresponding to the user during an
authentication period of the user credentials.

8. An equipment connected via a network to an information
processing system including a computer, comprising:

a receiver configured to receive identification information
corresponding to a user and predetermined information
stored in the information processing system correspond-
ing to the user from the information processing system;

a memory configured to store identification information
corresponding to the user received by the receiver and
predetermined information; and

a display control circuit configured to display, on a display
circuit, the predetermined information stored in the
memory in association with identification information
corresponding to the user in response to the identifica-
tion information corresponding to the user,

wherein the receiver is further configured to receive, from
the information processing system, the predetermined
information before a future request for obtaining the
identification information and the predetermined infor-
mation.

9. The equipment as claimed in claim 8, wherein the
receiver is further configured to transmit a predetermined
request to the information processing system in response to
starting of an input of the identification information on the
user and receives information transmitted from the informa-
tion processing system in response to the predetermined
request.

10. An information processing method, comprising execut-
ing, by an equipment connected via a network to an informa-
tion processing system including a computer, the steps of:

receiving identification information corresponding to a
user and predetermined information stored in the infor-
mation processing system on the user from the informa-
tion processing system;

storing, in association in a memory, the predetermined
information and the identification information on the
user that are received by the receiving step; and

displaying, in a display circuit, the predetermined informa-
tion stored in the memory in association with the iden-
tification information on the user in response to input-
ting of the identification information on the user,

wherein the identification information corresponding to a
user and the predetermined information are received
before a future request for obtaining the identification
information and the predetermined information.

11. The information processing method as claimed in claim
10, wherein the step of receiving includes transmitting a
predetermined request to the information processing system
in response to a start input of the identification information on
the user and receives information transmitted from the infor-
mation processing system in response to the predetermined
request.



